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JAVA FOR SOFIWARE DISTRIBUTION 

The Internet provides a revoIutionln connectivity: any machine can 
conneetto any other, withoutspecial setup. 

Java extends this m'Olution to software dislribulion, an area that 
received little previous attention. It is now possible to provide 
applic;alions to anyone anywhere, without prior setup and on any 
plalform. These applic;alionswiJl execute on their machine. 

This is the 1rUe significanceofJava It is a quite nice object-oriented 
programming language, with strong typing and garbage collection. 
But more importantly. it has been designed to be distributed across 
the Intemet.efDcientlyand safely. 

A look back: C1ieDt-server architecture 

A feW years back, Client-serverwas the hot new thing. Client-server 
split proc:essing between two machines, the "client" (typically a PC 
running a GUI °applic;alion) and the "server" (typically a mainframe 
running a DBMS). The interconnection was SQL-based, such as 
ODBC. 

There could be many client maehInes attached to a server machine, 
because the client GUI intetacted with humans and only 
occasionally needed to query the database server. Client-server 
architecture let the GUI run on a dedicated PC, giving quick 
responsetime and atuactivePC graphics and user inteIfaces. At the 
same time, large databases could be shared between multiple users, 
letling them all see up-to-date information and avoiding the cost of 
replk:3lingthis dataresource. 

A further advantage was sealability. With a cemralized system 
(such as on a mainframe), when the capacitywas reached, the entire 
system would need to be upgraded. With a client-server system, if 
you needed more clients, you simply plugged them in. If you 
needed to upgrade the server, you could keep your existing client 
inves1ment 

Remote Compute Services 

As I mentioned before, the most common use of client-server 
architecture was SQL-based data servers, as in ODBC or 
SASICONNECI® Remote Library Services. But SAS Institute and 
others also provide remote compute services. 

The general pn:mise here is to reduce the size of the data transfer by 
bringing across the netwolk only the answer you need, rather than 
the raw data. A secondaIy advantage is that you can use the 
resources of the servermaehlne(such as fast 110 oflarge volumes of 
data or specia1 software). 

Of course SQL provides the abilitY to do some computationson the 
host machine, such as summarizaIionsand subsetling. But compute 
services such as the RSUBMIT feature of SASlCONNECT allow 
developers to specify entire complex prognuns to be run on the 
server machine, and to return results other than data sets (such as 
graphs or reporrs). 

There is also another advantage, which we will hear more about 
later. It Is easier to develop and maintain a complex applic;alionifit 
is split into several smaller parts. There is a na!uraI separation 
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between the presentation of results and how those results are 
computed. Compute serveis (and similar mechanisms such as SQL 
views or stored procedures) allow business logic to be defined and 
maintained separately from the applicalion presentation. In objeet­
oriented 1I:rminology, this is called "encapsulation." The 
presentationside does not need to know how the data is ~puted, 
and the business logic side does not need to koowwhatw,lI be done 
with the results. In fact, the same compute server may be used to 
supportdi1ferentrelated applications. 

Problemswith C1ient-Server 

What were the disadvantages of the traditional client-server 
arcI!itectureand what does Java do to addressthem? 

In the case of SAS and other popular client-server tools, special 
software is sold and installed on the client side. In addition, the 
application of interest is installed on the client, often by sharing the 
code by means of a local area netwolk (LAN). 

Another disadvantage was that the client-side software often is 
restrictedto parIicuIarplalforms(such as MicrosoftWindowsonly). 
This problem occurs even with SAS, because although SASIAF 
applic;alions could operate on virtually any platform, they required 
porting(i.e., a recompilation)when moved. 

Here comes the Interaet 

The Internet lets you connect up to sites anywhere in the world, 
simply by typing a URL address. You can make ap~lieations 
available to whomever you wish, without advance setup, SImply by 
autborizingaeeess. 

The original applic:ationswere HTML pages, simple static displays. 
But the technology quickly evolved towards the c:apabUitiesthat had 
become familiarthrough client-serverart:hiteetuR. 

fils[ was the dynamic generalion of HTML pages based upon 
parameterS selected by the user, either by running programs through 
the Common Gateway Interface (CGI) or by using a HTML 
genetator such as Cold Fusion in COIIiunction with an ODBC­
compliant database (sucb as SAS). These approaches still kept 
virtua11yall of the processingon the serverside. 

Then came ways of executing code on the client side. An early 
approacb was "plug-ins,· downloading programs to be run by a 
client-side processor such as SAS. These woIked well, but there 
were certain disadvantages. First, the user would need to buy and 
install the plug-in. In the case of SAS, the cost was significant and 
the installation effort also detened casual usage. Second, there were 
potenlial securitY holes. SAS (as one example of many) did not 
distinguishbetween propns down1oadedfrom a sttangerand those 
written by the end-user. So a hosti1eor mooeous program could be 
run in a plug-in and take actionssuch as reformattingyour hard disk. 

UniversaJaccess requires tools that are univmallyavailable. By the 
same token, if you are going to be downloadingprograms constantly 
and are uofamjliarwith their contents, securitY is a major concern. 
And there should be no difficulties if you want to use a platform 
differentfrom that for which the applicationwas origina1lywritten. 



Java as a uDiversal aDd safe platform 

Sun originally developed Java for television set-top controllers, but 
then realized it was just what the Jntemetneeded. In many ways, it 
resembiesSAS, but has some straIegic advantages for Intemetuse. 

The structure of Java resembles the familiar 'pyramid' structure of 
the SAS system. SAS has a large applications area built upon a 
smaller core; the core is in tum implemented using the host kernel, 
which is only a small pen:enrageofthe total and the only piece that 
needs to be reimplementedfor a different platfonn. Similarly, Java 
is made up of classes, the language itself, and the Virtual Machine. 
Only the Virtual Machine and a few plalfonn-specificclasses need 
to be implemented for a dlft'emlt plalfonn. When you compile a 
Java program, it does not compile to machine language but rather to 
"bytecodes" which are run on the Virtual Machine. So when you 
download a Java class, it is ready to go regardless of the current 
platfonn. 

Here we see the tim differences: the Java runtime is distributed for 
free and is small enougb to be easily downloaded. And it is widely 
available, incorporated into Microsoft and Netscape browsers and 
the forthcoming releases of many operating systemS. So we can 
counton it being available. . 

The other big advantage is not so visible. Java is designed to run 
safely, to let you connectand nm strangeI'sprogramswithoutfear of 
viruses, and run your own programs witbout fear of damaging bugs. 
To do this, it tim makes a distinction between programs that you 
explicitly install on your machine ("applications")versus those that 
are downloaded automatically rapplets"). Built into the Vutua1 
Machine is the ability to check the actions of all applets against a 
security manager, so that appIets cannot read or write to local 
resources (disks or printeIs), start DeW processes, and can only 
connect back to the machinethey came from. 

Java has received a great deal of attention in the past two years, and 
its weaknessesare being remedied rapidly. 

I. You might think that Java is slow because the bytecodes are 
interpreted by the virtual macbine. There are virtual machine 
implementations available from several vendors, and the 
newer ones use "just-in-time" compilation to machiIie 
language. 

2. Suppose you use an applet over and over again. Surely you 
don~ want to download the code repeatedly. Netscape caches 
your applet code in the same way it caches your Hl"ML and 
images. In addition, 'push" products such as Marimba's 
Castanet cache Java code on your machine and update it 
automatically. 

3. Downloading applets over the Internet takes extra time now 
becaDseeach class is downloadedseparately("m the same way 
that each image is downIoadedseparatelyon a Web page.) In 
the next release of Java (1.1) it will be possible to bundle 
eveJYthing you need into a single JAR file (similar to 
compressed ZIP fileS.) 

Oieut-&rver ,AgaiD 

The tim popu1ar Java appIets were small stand-alone programs, 
typically animations. But Java applets can connect back to the host, 
and also interact with the user. So the forthcoming generation of 
Java app1ets brings back the client server architecture, but with a 
dynamicallydownloadabJeclient. 
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Suppose you want to provide your application to the world (or at 
least your world, you can restrict access using firewalls). The 
Internet can be quite slow, SO you don~want to download more than 
necessary. All the client really needs is the user interface and the 
ability to connect back to the server. The database can stay on the 
serverside, and respond to requestsfromeach of many clients. 

There is a design issue here: a tradeoffbetween download time and 
network traffic. There is not a single answer what is worthwhile to 
transfer to the client side and what to keep on the server side. It 
depends on the network speed, how often the application is used, 
how focused the target of interest is. Marimba's Castanet product 
can also be used to maintain distributed data; for example you could 
send people a CD to get started and then use automated periodic 
Castanetupdates to keep it cwrenL 

WHAT DOES SAS OFFER? 

If we use Java on the client side, what should we use on the server 
side? Well, we could always use Java. But our options are broader 
than that, since the server is not subjectto the securi1y restrictions of 
clientapplets. We could use any ODBC-compliantdatabase. Orwe 
could use SAS. 

So wby use SAS as a server for Java? For one thing, in our shop and 
probably many others, we have more skilled SAS programmersthan 
Java programmers. Java is a difficult language with a substantial 
learning curve (although the task is eased by Java code generators 
such as Symantec's Visual Cafe). 

Yes, we could implement eveIYtbing in Java, but why? SAS has 
built-in capabilities that would be difficult and time-consuming to 
duplicate: data management, statistics, graphics, report writing. 
Let's let Java do what it does best (portable graphical inteIfaces) and 
SAS do what it does best. 

Why not just use a database managementS)'Stem? SAS can process 
ODBC queries, but so can many other systemS. There are three 
8llSWe!S to this: 

I. SAS is specifically designed primarily for read-ooly data 
warehouse use, and thus may be faster, take less storage space, 
or be cheaper than alternatives· emphasizing transaction 
processing. 

2. We need to not only respond to ODBC queries, but also 
prepare and manage the data. SAS gives US alternatives in 
additionto SQL such as the DATA step potentially easing this 
work. 

3. There is more to life than SQL. SAS can generate graphs for 
us, compmeS1atistics,and so forth. 

Of course, SAS is not always the answer. Sometimes you need a 
tbIl DBMS forextensivemulti-usertransactionprocessing. 

TYPES OF SERVERS 

SAS can be usedtoconnectup to the web intbreeways: 
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I. Publishing: Hl"ML pages and graphics images are produced 
in advance, then delivered to the user as requested. This limits 
the amount of information that can be provided, as everything 
has to be precompmedwhetberit is used or DOL 
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2. Data Server: SAS provides data 10 Web applicalions such as 
Cold Fusion Ihrough ODBC or its Java variant, IDBC. This is 
nice so far as it goes, but SAS is limited by the ODBC 
interfacelO the same ftaluresas any otherSQL dalabase. 

3. Compute Server: The user specifics programs to be executed 
and parameterS for those programs (for example ftom an 
HTML form or a Java applet). SAS executes the specified 
programs and dynamically produces results which 111: then 
delivered to the user. SAS as a Compute SeIver provides 
access 10 the full powerofthe SAS system. 

KINDS OF COMMUNICATION 

We can only use SAS in ways that SAS allows us to c:ommunicate 
with it. So the choice of communicalionsmethod dic:tates what we 
can do. Furthermore, we need to consider both the capabilities for 
submitting programs to SAS and forrelrievingthe results. 

Socltets 

Both Java and SAS can read and write _ of characterS 10 
·sockets·. So if you want 10 pass some informalionlO SAS, you can 
write text from Java, and return text from SAS. On the SAS side, 
sockets appear as special kiDds of files, manipulated with the PUT 
and INPUT statemenlS. 

Sockets can be read and written by DATA steps or by SCL. A loop 
cominues to read the socket, pausing at each INPUT SIatement until 
a record is available. 111= must be some convention for signaling 
that a connectionshould be dosed. 

Only one user can be handled at a lime. Multiple users could be 
handled with multiple SAS sessions. 

An added advantageof sockets is thattbey are available in base SAS 
with no additional licensing fee required. 

OuIputcould be writtAmto extemal files and then picked up by Java 

JDBC(SQL) 

For several years SAS has provided ODBC server support. OOBC 
is a standardized interface based upon SQL fur querying and 
manipulating relational dalabases. ]t includes provisions for 
reb'ievingthe resultingdatasers. 

JOBe is a variant of ODBC specifically designed fur Java. SQL 
staternents can be submitted to the JDBC server (i.e., SAS). The 
results are returned one observation at a time, in sequence. Within 
each observation, variable values can be retrieved by random access 
according 10 variable Position or variable name. There is also 
support for metadata informationsuch as variable type and length. 

Sun provides a IDBVOOBC bridge that makes use of existing 
ODBC drivers. Presumably it is somewbat slower than directroBC 
support because it eutails an additionallaycr of processing. 

SAS Institute similarly provides a IDBC driver which receives 
roBC requestsand relays them to aSASlSHAREserver. 

roBC lets Java access SAS data _capabilities. You can submit 
a SQL query and reIrieve the results. You can also add, delete, or 
modurrows of the table using SQL. 
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SAS jConneet 

Suppose you want 10 do more than SQL. Perhaps you want to run a 
statistical procedure such as PROC GLM, or a DATA S1ep. Or 
perhaps you want to generate a graph using SAS/GRAPHand JeIurn 
that image to Java 

SAS jConnect lets you open a remote SAS session on the host and 
submit SAS code. On the host side it looks like a SAS/CONNECT 
session. 

SAS jConnectdoes a great job of submittingSAS code, but does not 
do much to address how information is Rtumed. Information is 
returned in the form of SAS Log and Output window lines. If the 
result is a SAS data set, it may be possible to relrievc this using 
IDBC. 111= are two possible complications here: Fits!, that you 
must be sure the job has completed before re1rieving the Rliult; 
Second, that the roBe server will be a separate SAS session that 
must be able to access the data set (so you will need SASlShare if 
the roBC server cannot obtain exdusiveaccessto the dataset). 

The Output Delivery System (ODS) planned fur version 7 fits in 
nicely here, because output from statistical procedures will be 
available in the furm of data sers. 

Suppose the output is a graph or some other kind of output than a 
data set. You can write the . output to an extemal file. and retrieve 
thatftom the host using Java. One possible complication is multiple 
users (see below). 

One disadvantage of SAS jConnect is that the initial connection 
lI)ust wait for a new SAS session to start up. (This is also an 
advantage, of course, becanse each user gets a clean session 
dedicated to them.) An alternative is the SASJJnuNetApplicalion 
DisPatcher. 

SAS!lntrNetApplieationDispatcller 

In the olden days (last year), SAS was executed by means of the 
CommonGatewayInterface(CGJ). Parameters(suchasthenameof 
a macro) would be passed through an HITP request. The Web 
server would invoice a program (often wri1ten in Perl) that would 
strip out the parameters and invoke a SAS program. The SAS 
program would generate HIMl. that would then be passed back to 
the client. 

Java can submitHITP requests and receivethe retumedHTML. So 
this method would allow SAS programs to be run on request. And if 
a Java program is doing the receiving rather than a browser, the 
retII1'IIed text need not be HrML at all, but could be any kind of 
data. 

The disadvantage of the COl method is the time delay required to 
start a new SAS session every time there is a request. So the new 
SASJlntINet product provides an improved way of handling this 
called the Application Dispatcher. A COl program still receives the 
HrML request, but instead of launcbing a new SAS session. it 
connects to an existing SAS session via sockets. ]t can launch 
programs stored as extemal files, macros, or SCL methods. Unlike 
jConnect, the Application Dispatcher eannot launch ad hoc 
programs. 

Application Dispatcherhas several advantages beyondjConneet. ]t 
can direct traffic to several different SAS compute servers, 
depending upon the request. And it automatically keeps trade of 
multiple users fur you, so the outputs don't get miscIireeted. 
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WitbjConnectand the ApplicationDispatc;herwe now have ways of 
submitting SAS code for execution. But we still do not have ways 
of communicating directly with SCL objects. Java is an object­
oriented language, yet we are converting out of object-orientedform 
when we enter SAS. It would be pmenlble to send messages 
directly to SCL objects and receive responses just as if they were 
Java objects. This is what CORBA does. 

CORBA connects up objects across different machines as if they 
were on a single machine, and connects objects in different 
languages. You can even pass objects as parameIeIS from one 
languageto another. 

In a sense, sockets, JOBC,jConnect, and ApplicationDispatcllerare 
all subsets of CORBA, for they can all be expressed in the form of 
messages sent to a SAS session. But CORBA allows any message 
to be sent, and results to be returned in the structutedform of objects 
ratherthan text streamS. 

SAS does not yet support CORBA, but SAS Institute bas binted that 
this will be a path for the future. It is possible to use CORBA to 
connect clients and servers, then connect up to SAS locally. 

SECURITY 

I previously discussed how Java protects against hostile action 
againstclients by down1oadedapplets. Now let's talk about attempts 
to disruptservers. 

There are attempts to perform unauthorized activities on other's 
computers, ranging from inspection of private files to damage of 
those files to execution of programs. The safest route would be not 
to have any connections to the Intemet at all. But what we wou1d 
like to do is keep the bad guys out while letting the good guys in, 
and this is much trielder. 

Publication of static: web pages could be safely ac:c:omp1isbed by 
simply instaIlingthose pages on an iso\aled machine. But nowadays 
we want to provide ac:c:ess to databases and to enable running 
programson the server. 

Firewalls 

Firewall prognuns inspec:t the Rquests made from the Intemet and 
determine wbich to allow. They chec:k the sow-c:e of the requests 
and the natun: of the requests. For example. they may allow HITP 
requests but disallowSoc:kets requests. Unfortunately, we may have 
chosen to implement our client-server system using a forbidden 
ac:c:ess method, or selected a produet that itselfwas implemented in 
suc:h a way. 

It is not always easy to determine exactIy what the natun: of the 
request is. Suppose we develop a Sales Brochure Request System 
for the public using sockets. When we get a socketrequest, how can 
we be swe that it is a Sales Brochure Request and not something 
more damaging? After all, sockets is a very general and powerful 
mechanism. 

Similar problems arise with other access methods. HITP is often 
accepted by fiRwalls when other access methods arc nOL So there 
are a variety of products that perform "tunneling", Le. they converta 
request to HITP, pass it across the fiRwall, and convert it back. Of 
course there is a performance price to pay. 
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Host eonnedivity 

As I mentioned befOR, Java distinguishes between applets (which 
can be automatic:ally downloaded and run) and applications (wbich 
must be explicidyinstalledby the user). Applets run in a "sandbox" 
that limits their ac:tivities. One c:ruciallimitation is that applets can 
only connectto the host from which they wen: downloaded. 

But suppose the SAS server is not the same as the Web server. This 
is actually the usual configuration: Web servers need to be able to 
RSpond to a large volume of requests quic:kJy, so they usually pass 
off other requests to other servers. This provides better sc:aIability 
becauseyou can add additionalserversas needed. 

How does the applet connect to the compute server? It needs to 
c:onneet indirectly, througb a routing program on 1he hosL Every 
message goes from the applet to host router to computer server or 
follows 1he same path back. 

Remember 1he SAS Application Dispatcher: The CGI program 
RSideson the host and relays messages to the SAS server. The same 
configuration applies to Symantec's DB Anywhere: The DB 
Anywhere server Rsides on the host and connects to data sources 
elsewhere. Similarly, Visigenic's VlSibroker (a CORBA 
implementation) resides on the host and relays messages between 
the appJet (a CORBA client) and the CORBA server. 

But sockets and jConnect do not have this architeeture and thus 
applets _limited to connecting to SAS sessions on the host. You 
could build a repeater to route socket traffic to aJIOther server, 
however. 

MULTIUSER ISSUES 

It is no! safe to assume that a solution that works for a single 
connection will work for multiple users. Suppose you want to 
execute a SAS job that will create a graph to be returned to 1he Java 
applet clienL Since Java can R&d a file on the host machine, you 
would think that a SAS job could simply create a GIF file, and then 
Java R&d that file. 

But if there are multiple users this could potentially get confUsed. 
How do you ensure that the file you are downloading was in tact 
created by the SAS job you submitted? One safe appmach is to 
write the output into a diRctory dedicated to that client. This is the 
approach that 1he SASllntrNetApplication Disp"atcher uses. If you 
write your own solution (for example, using sockets) you will need 
to address the same issues. 

Because the Application Dispatcher is HIML-based, another issue' 
arises. HTML has no sense of history. How do you know wheIher a 
user is still connec:ted? To handle this properly, old diRctoriesare 
dcleted after a c:ertainperiodoftime (periIapsthirtyminutes). 

UCENSING ISSUES 

OK, anybody can rype in a URL and start using SAS. So you only 
need to buy one copy orsAS forlhe entiR company,rig\lt? 

Not so fast. Obviously SAS Institute would have a few problems 
with this scheme. For the official word you win have to contact 
your SAS Institute sales RpreSentative. but two fundamental 
concepts are user versus server based licensing and internal versus 
external use. 
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On what basis do you detennine software usage fees? At BOF 
workshops at SUOI, three approaches have been discussed: charge 
by the user, charge by the capacity of the machine, or charge by the 
actual usage. The fim two approaches have been implemented by 
SAS 1Dstitute. 

On platforms designed for multiple U5eIS, seIVer-based licensing is 
used. On UNIX or MVS, for example,you are charged aceordingto 
the power of the machine. You are weleome 10 use the machine for 
as much of a SAS load as it will cany, and you pay the same price 
even if you only use SAS rarely. SAS IDstitutehas no problernwith 
·1DIranet connections 10 such a machine, because you've paid for it 
But notice that server-based licensing discourages casual or 
expCrimenIaIuse. and diseouragesusingmultiplcservers. 

PC plalfonnssuch as Windows 9S are licensed with the expecIalion 
thatthese are indeed singJe-usermachines. This is called user-based 
licensing. 

SAS Institute is also concerned with who the users are. SAS is 
licensed 10 particular companies. If you are going 10 open up usage 
10 the public, SAS Institute will rwiew your plans and determine a 
price. 

FUTURE DEVELOPMENTS 

. Trilogy's research and development into conne<:tions between Java 
and SAS continues. Next year at the SAS Users Group Iotemational 
ConfereDce I will be presenting a tutorial tided ·SAS and Java for 
InteractiveOraphic:s:' 
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