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user click-stream behavior. 

This paper illustrates one particular problem 
with re-constructing user sessions from web 
server log data. We will discuss session 
head loss, it's effects and how to prevent it. 
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·Form data is not revealed 
.URL lack semantic information 
.URL is not important anymore 
.Not in a relational database 
.Information is redundant 
• They don't contain additional business data 
.Cached data may not be logged 

.t::\J'erv web serVer uses them 

.Most if not all of the bad can easily be circumvented 

.Mine a site AS-IS 

.Intrusive site instrumentation can be avoided 

.Work well with application logging 

.Work well with site instrumentation 
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Server 
c::> ResuHs 

Via Web 

Web Mining Web 
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• Each browser request is recorded in a web log 
• A single "click" may result in many requests 
• Not all requests are logged 
• Not a perfect data source 

• Caching servers 
• Secure servers 
• Application servers 
• Media servers 
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• Add Campaigns 
• Product Catalogs 
• Customer Information 

• Partners 

,/' " 

The.click~treamfo[,~$ingleu.ser during ,an arb,Itra,rv 
peri6doftime. 
• Try to capture user activity in one "sitting" 
• Typical session time out is 30 minutes. 
• Some application servers enforce a session time­

out. 

• Need Session Identification 
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Field . Relationship Presence lifetime -=:=----_ .. _ .... _---
Many to Many Always None lPAddress 

UserAflent One to Manv Usually Browser 
Time Stamp Many to Many Always None 
Cookie One to One Second Hit Persistent 
Query Strln~ One to One Second Hit Session 
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• A browser may have more than one value during a 
session. 

• A specific value may be used for more than one 
browser. 

• Example: IP Address 

• A browser will have only one value during a 
session. 

• A specific value may be used for more than one 
browser. 

• Example: User Agent 
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• A browser will have only one value during a 
session. 

• A specific value may be used for only one 
browser. 

• Example: Server Cookie (GUID) 

• Always 
• There is always a value (e.g. IP Address) 

• Usually 
• There is usually a value (e.g. User Agent) 

• Second Hit 
• Blank first visit, first request (e.g. Cookie) 
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• Value is maintained entire session (e.g. Query String) 

• Persistent 
• Value maintained across sessions (e.g. Cookie) 

• Browser 
• Value maintained for life of browser (e.g. User Agent) 
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An anonymous cookie generated by the 
software used for session tracking . 

• Guaranteed to be unique . 
• Can be persistent (best for repeat visitors) . 
• Usually used for session tracking . 
• IIS uses an ASAPI filter to set SITESERVER=ID . 
.Apache use mOd_usertrack to set Apache cookie. 

An cookiegeneratedhy the 
browser using a client-side scripting language . 

• Depends on application . 
• Can be set anytime during the session 
.Requires maintenance 
.Usually used for application state 
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canbe'attached'tothe q I~~r~tl'inn 
every request. 

.GET Ibasket. html?sessionl 0=2434 

.only for dynamically-generated pages . 
• Used by application servers ASP, JSP . 
• Can't be turned off as cookies can . 
• Often used in conjunction with cookies. 

It's not always easy. 

• Can't prevent browser from following redirects. 
• Don't always know sequence of cookie sets. 
• You may only have web logs to look at. 
• Always have access to public site. 
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One result returned: 

Vermont Country Store 

Vermont Country store 



For UtI!' OvriorIied.aRd 
tlndIonpprlllmted 

Thl5 revnarlZlng mlfleral ba1h treatS 
Ibttauallan and washe, awar~e ¥Urs Of 
eDuh )'OUr tired old ass has ta!mn. Ablend 
of salts hIgh In [rim IlJUt lraee Minerll$ Ino 
I DO"'" pure el$lnllel DRs ofnlsetnal'J. 
&Llcalyplus, ve\IYw, among I)ih"s; Tired Old 
AU SoakperkiYIIII up again in I_WII)'IhaI is 
no /tIke. II'jIOu're 100 pressed fCrtime to takl 
II bath, taki II fOotbatfl-ot QuitYOllr lob. LIfe's 
too sholl to bewom out. 9IGdegrttl.blt. 
~lal'letfiiilndbl, and 100,. nalllnl, H'I a 
perfectgl1tltlr alilhe Hred old 8asesyau 
knOW. 1 2 "Jlr. 

n'HQflIA$$~ 
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Formatted Output 

GU h ~ tp:lls ... rch .... n.co.m/ ..... lb .1I.sp?'1 .. U2T1 ntd.Old~1\zI~. S..,.k I~:'I 
~.O'y-O&O.t"J.<n""~~FOl\JoF$HCT<'T"V-l''''9'''5HCINITIi'\t.'n''''p''''th~ 
1("801 .... ar"! .. ""'n.<:'}IlJ 
UHr".Io.Q .. nl, Mo:ilh/S.O IWJ.nololo,Oj tt.- !:UnW'N.I); _us; rv,~.9.4.11 
('; .. "h'f:'Q(lt(l31~ Nfl.3C"'1""6/6.:.2 
~d .. r .. r' f."tp'/I_~"""'._n.e<>ID/ 

hHpsnllf.pl tcpdump 

User-Agent: .0 (Windows; U; WinNT4.0; en-US; rv:O.9.4.1) 
Accept: text/xml, app1ication/xml, app1ication/xhtm1+xml, text/htm1; 
Accept-Language: en-us 
Accept-Encoding: gzip, def1ate, compress ;q-O. 9 
Accept-Chareet: ISO-BB59-1, utf-B;q-O.66, *;q-O.66 
Keep-A1iva: 300 
Proxy-Connection: kaep-a1iva 
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Cache-Contro : pr~vate 
X-Cache: Ml:SS from .inet:gwOl.unx.sas.com 
X-Cache-Lookup: Ml:SS from inetgwOl.unx.sas.com:BO 
Proxy-Connection: keep-alive 

Web Content Goes Here 

Thafii ..... f "Pi, ... or more clicks of a user's ses$ipn 
assiociated with the restofthe user's session. 

Only effects first-time visitors. 

Can have a dramatic impact on click-stream analysis. 
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GET http://WWW.VC •• oom/oSS/.tYl •• ~~~-=::~~~~~~~~~=:~::::~~~:I 
Cookie: SITESEB.V"ER=ID=39f ... 
Referer: ht~:llwww.vcs.ooaV 

GET http:// ....... vc8.00m/searoh.aap 
Cookie: SiTESERVER=XD-39f_ 
Referer: http://www.vaa.com/ 

Rest of user session 

cs-methrS-Uri-SteDL cs (Cookie) cs (~farar) 

GET I - http://saarch.msn.com/ 

The 

GET Icss/styl.a.asp ISITESERVER=ID=39f ... lhttp://www.vcs.cOlll/ 

GET Isaarch.asp ISITESERVER=ID-39f •. lhttp://www.vcs.cOlll/ 
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R~f~~~er inf()r~ation can be lost"f~fhe"~essibn. 
Exacerbated by campaigns designed to attract new 
users. 

Over-estimate number of sessions. Any statistic 
based on number of sessions will be under­
estimated. 
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on-linerefailer spends $12,523.25 with Overture 

for keyword placement. 

Their goal is to acquire new customers who will 
spend money. 

The question is, was it worth it? 
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I~ Oo-Headed Stsslom , Session, 
Value per Visitor ($7.87) $1.64 
Value per Buyer ($1,764) $15.39 

Value per r,.1uHl-Buver ($4,116) $23.74 

Yesl 

, ::,,:',: :::::: ~: :,', ,:' ':,::", ;. " , . ,,,. ; .. ; ': 

.•• ···.· •• ··.· ••. ·.Curn~ntllvilrBleta. \lVillb~.:.inch.Jded in nextl'elease . 
.Adds time to processing . 
• Highly tuned for efficiency . 
• Lots of parameters to control session building 

• MAXIMUM_SECONDS_BETWEEN_NOIDS 
• NUMBER_NOIDS_ TO_REHEAD 
• MINUTES_ALLOWED]OR_UNIQUE 
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Web logs are a gold mine if you ... 

• Understand session de-heading and re-heading 

.Understand how your site actually works 

If you are going to overhaul, 

Don't forget the analystsl 

~A$'" Users Qrcvp lot0rm.riienal 
Oy\aj~da~ Fiol:1d3 • Apr!! 14~17. 2002 
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