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This paper illustrates one particular problem
with re-constructing user sessions from web
server log data. We will discuss session
head loss, it's effects and how to prevent it.
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" wCritical events (€.g."add to cart) are missing
sForm data is not revealed
aURL lack semantic information

nURL is not important anymore

sNot in a relational database

sinformation is redundant

aThey don't contain additional business data
nCached data may not be logged

The Power to Enow.
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sEvery web server uses them

wMost if not all of the bad can easily be circumvented
sMine a site AS-IS

sintrusive site instrumentation can be avoided
wWork well with application logging

sWork well with site instrumentation
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* Don't forget the analysts!

The Power to Know,
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Il web servers are capab gging reques
m Each browser request is recorded in a web log
m A single “click” may result in many requests

m Not all requests are logged

m Not a perfect data source

The Power fo Eneve
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Transaction log

» Web page servers
m Caching servers
m Secure servers

m Application servers
m Media servers

The Power fo Knov
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m Sales Data

® Add Campaigns

m Product Catalogs

m Customer Information
m Partners

The Power 1o Know.
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m Typical session time out is 30 minutes.

out.

m Need Session Identification

m Try to capture user activity in one “sitting”

m Some application servers enforce a session time-

The Power fo Know.

Copyripnt @ 2001, SAS Instituta Inc. All rights reserved.

206



Client iP 64.216.85.240

Method GET POST HEAD

URI Stem Idefault.asp

URI Query DeptlD=200788.CatlD=20081

Cookie SITESERVER=ID=df5{9ad4b03441df1678
User Name { Don

Referrer http./fiwww.google.com

User Agent _| Mozilla/4.0+(compatible,+MSIE+5.12;+Mac P
Status 200

Bytes 15643

The Power tp Know

« BAS Institute Inc.

Relations hip

IP Address Many to Many Always None
User Agent One to Many Usually Browser
Time Stamp Many to Many Always None
Coolkie One to One Second Hit | Persistent
|Query String One io One Second Hit Session

The Power to Know.
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m A browser may have more than one value during a
session.

m A specific value may be used for more than one
browser.

m Example; IP Address

The Fower to Know,

m A browser will have only one value during a
session.

m A specific value may be used for more than one
browser.

m Example: User Agent

The Power to Know,
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m A browser will have only one value during a
session.

m A specific value may be used for only one
browser.

m Example: Server Cookie (GUID)

The Power to Know,

Always
* There is always a value {e.g. 1P Address)
m Usually
* There is usuatly a value (e.g. User Agent)
m Second Hit
+ Blank first visit, first request (e.g. Cookie)

The Power to Enow.
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m Session

* Value is maintained entire session (e.g. Query String)

m Persistent

* Value maintained across sessions (e.g. Cookie)

m Browser

+ Value maintained for life of browser (e.g. User Agent)

Copyright 2001 , 8AS Instihuie ine. All righty raserved.

The Prwer i Know,

Relations hip

IP Address Many to Many Always None

User Agent One to Many Usually Browser

Time Stamp Many to Many Always None
Cookie One to One Second Hit | Persistent
|Query String One to One | Second Hit Session

The Power fo Know
Coppright & 2001 , BAS invtmae inc. Al cighta reserves,

210




An'a'noﬁymous cookie generated by the web server
software used for session tracking.

»Guaranteed to be unique.

nCan be persistent (best for repeat visitors).
mUsually used for session tracking.

ulIS uses an ASAPI filter to set SITESERVER=ID.
wApache use mod_usertrack to set Apache cookie.

The Fower to Know.

ookie generated by the
browser using a client-side scripting language.

uDepends on application.

aCan be set anytime during the session
sRequires maintenance

mUsually used for application state

The FPower to Kneni
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A session ID can be attached to the query string :of
every request.

aGET /basket html|?sessioniD=2434
=Only for dynamically-generated pages.
nUsed by application servers ASP, JSP.
sCan't be turned off as cookies can.
uOften used in conjunction with cookies.

The Power to Know.
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It's not always easy.

m Can't prevent browser from following redirects.
m Don't always know sequence of cookie sets.

m You may only have web logs to look at.

m Always have access to public site.

The Bower to Knov,
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Weh Server

Fonnattedbutput <— hitpsniff.pl |4— tcpdump

TEHES16:47:14.127027 TO=10.40.12.75.1338 ER(M=}0.16.149.76.80

GET hrtp://searvch man.com/ resuits . asp?q=322T1 redsOld+Ana1 Sokk 2
=Dk y=0&0L =t RS=THECHEDG FORM=SHCRT 4 v=1 $c 24 SHCINITIALEnogp=k thr
Hoats aeaceh.man.com

User-Agant: Mozills/5.0 (Windows; U, HinNT4.0; en=liS; rvi0.§.4.1)
GeckafR002030d Metacapw6/6.2.2

Referert hutpt//sesrech. win. com/

The Power to Enow,
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GET http://search.msn.com/results.asy 522 rad+old+Ass+suak%22%2BVe

User-Agent: Mozilla/5.0 (Windows: U; WinNT4.0; en-US; rv:0.9.4.1) Gackol3
Accept: text/xml, application/mxml, application/xhtml+sxml, text/htmi;q=0]4
Accept-Language: en-us
Accept-Encoding: gzip, deflate, compraess;q=0.9
Accept-Charset: I80-8859-1, utf-B;gm0.66, *;gqm0.66
Keep-Alive: 300
9roxy-00nnectxon keep—alive
e =)a * [Ja=) 3 1 o AR Y L4 =MET

Referar http //seuch we . com/ ‘

The Power to Know.
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Server: Microsoft-IIS/5.0
Date: Wed, 10 Apr 2002 20:47:51 GMT
Content-Length: 38382

Content- : taxt/html

Sat-Cookie: ShopparManager=T8R7TMREBB44AGBKCWAI26CIMVIKHATHAC
oxpires=Fri, 01-Jan~2010 05:00:00 GMY; path=/

Cache~Control: private

X-Cache: MISS from inetgwll,unx.sas.com
X-Cache-Lookup: MISS from inetgwll.unx.sas.com:80
Proxy-Connection: keep-alive

Web Content Goes Here

The Bower to Know.

Copyright ©2001, SAT Instituts Inc. All fights reserved.

Only effects first-time visitors.

Can have a dramatic impact on click-stream analysis.

The Power 1o Knew.
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GET http://www.ves.com/ess/style.ssp
Cookie: SITESERVER=ID=39f..
Referer: http://www.ves.ocom/ o~

HTTP/L.0 200 OK

/ <contant>
GET http://www.ves.ocom/search.asp
Cookia: SITESERVER=ID=39F..

Referer: http://www.vos.com/ \ HTTB/I.0 200 OK
<content>

Rast of user sgession

The FPower 1o Know.

Copyrignt © 2001, BAS inatinra (ne. Al sights resarved,

cs-meth 7 cs-uri?staﬁ cs(éockie) cé(ﬁaféréi)

GET / ~ http://search.msn,com/

GET /css/style.asp |SITESERVER=ID=39f. [http://www,.vcs.com/

GET /search.asp |SITESERVER=ID=39f. [attp://www.ves.con/

The Power to Know,
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IOO:OD:O'IE:T /navDefault.asp FDO ‘———
BOUL IS 7S0E 034674 5£ 10

The Power to Know
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Referrer information can be lost o the session,
Exacerbated by campaigns designed to attract new
users.

Over-estimate number of sessions. Any statistic
based on number of sessions will be under-
estimated.

The Power to Enow.

Copyright & 2001, SAS Inativute Inc. All Hghts resersd.
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for keyword placement.

Their goal is to acquire new customers who will
spend money.

The question is, was it worth it?

The Power fo Know.
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Advartising Expense

37
Mutt-Buyers 3
Sales $182
Profit on Safes $63
(Sammary
Total Profit on Sales $130
Totat Advertising Expense 812,540
Lifetime Valug (12,349}

The Power ro Know.

Copyright & 2084, SAS institute inc. A¥ rigevs mserved.

[Sunynary i

Tolal Profit on Sales §150
Total Advertising Expense $12.5490
Lifetime Value {512,348}

The Fower 1o Knom
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[Buyers

Inilial Sales
Inifial Profit on Sales

Advertisin nse $17|
Multt-Buyers 3
Salas $182|
Profit on Sales 863

The Fower to Enow.

Summary
Total Profit on Sales

[
Total Advertising Expanse $12,540 $13,853
Lifetime Valus (§12,349) §6, 956|
The Power 1o Know.
Copyright ©2001, SAB [natitute nz. Al ights fesesved.
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Initial Sates
Iniial Profit on Sales

§12, 540 $33,653

|Lifetime Value (312,345) 86,4956

The Power to Know.

Copyrkibt & 2001, $A6 Inatiute Inc, Al righta reserved.

{512,349

Copyright #2001, SAX trnstituce e, All cights reservad.
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| Summary ¢-Headed Sessions| assions
Value per Visitor {$7.87} g1.64
Value per Buyer ($1,764) §15.39
Value per Mutl-Buyer (§4,116) $23.74
Yes!
The Pover fo Rnow.
Cogyright B 2001, SAS Inatitgs ine. Al Figts. reserved.

aAdds time to processing.
sHighly tuned for efficiency.

sLots of paramsters to control session building
* MAXIMUM_SECONDS_BETWEEN_NOIDS
» NUMBER_NOIDS_TQO_REHEAD
« MINUTES_ALLOWED_FOR_UNIQUE

The Power to Know.
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Web logs are a goldmine if you ...
mUnderstand session de-heading and re-heading
mUnderstand how your site actually works

If you are going to overhaul,
Don't forget the analysts!

The Bower to Know.,
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