Software Validation in Clinical Trial Reporting:

Experiences from the Biostatistical & Data

Sciences Department

Andrea Baker
Senior Programmer
GlaxoSmithKline

VIEWS 2001
London
September 25-26

@GlaxoSmith Kline




Introduction

- This presentation will provide an overview of
validation and how validation processes can be

applied to clinical trial reporting software and will
Include:

— Why validate?

— What is validation?

— What validation isn’t

— What does validation involve?

— Implementing a validation process
— Conclusions/Considerations
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Wh y Val I d purposes is dependent upon

|::> Why Validate?

What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

“The FDA’s acceptance
of data from clinical
trials for decision making

its ability to verify the quality

and integrity of such data during
its onsite inspections and audits”

FDA/RegulatedRequirement
Improve Quality

Ensure that standard reporting
programs consistently meet their
specifications

Demonstrate that a quality set of
programs have been produced and that
changes are well controlled
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Wh at I S “Software Validation means confirmation by

Why Validate?

E> What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

examination and provision of objective evidence
that software specifications conform to user
needs and intended uses and that the particular
requirements implemented through the software can
Pe be consistently fulfilled.”
“Establishing documented evidence that
provides a high degree of assurance that a
specific process will consistently produce a

produc| «validation encompasses the entire system
specificad development life cycle from initiation through
el FDA 5 development, testing and production use to
. . decommissioning. Itis a process which
PflﬂCIpleS Of demonstrates that a system is developed,
used, maintained, evolves and is eventually
decommissioned in a controlled,

Per ACDM‘ documented

manner.”

Validation in%cseawn 2
Practical Guides
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What Validation isn’t (Validation vs Quality
Control of Output)

Why Validate? Within the Biostatistics & Data Sciences

What is Validation? department of GSK, Quality Control (QC) of
___ . output is performed at various stages during the

What Validation isn’t (Validation .

vs Quality Control of Output) reporting process.

What Does Validation Involve? QC involves:

Implementing a Validation reviewing the results to ensure that the
Process information is complete and consistent.

Conclusions/Considerations ensuring the output accurately reflects the
input.

ensuring the output format matches the
table and listing templates

ensuring all algorithms have been derived
and calculated correctly

checking that SAS® logs are free of errors,

warnings etc.
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What Validation isn’t (Validation vs Quality
Control of Output

“The output should be
by regenerating them
programmatically from the
original data using independent
code”

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

S

What Does Validation Involve? Commoncgnisconceptions:

Implementing a Validation ©

Process

“I that program for
Conclusions/Considerations this data review, but | need to
it again when the new
data arrives”

These are examples of QC. QC is all
about data, validation is all about software.
QC is a subset of validation, whilst validation
encompasses the whole system development
life cycle.
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What Validation isn’t (Validation vs Quality
Control of Output)

Why Validate? QC will ensure that a particular set of data

e e Vi being utilised is accurately recorded and
e " reported. Validation will ensure that the

What Validation isn’t (Validation . .

vs Quality Control of Output) software being used to report the data will

consistently produce specified results on all

Instances of data.

What Does Validation Involve?

Implementing a Validation
Process

| e QC may form part of the validation
Conclusions/Considerations process. Itisn’t by itself validation and
shouldn’t take the place of validation.
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What Does Validation Involve?

Why Validate? Validation should follow the phases of a

Software Development Life Cycle (SDLC)
What is Validation?

User Request

What Validation isn’t (Validation
vs Quality Control of Output)

Regquirements Phase

What Does Validation Involve?

Implementing a Validation :
Process Design Phase

Conclusions/Considerations
Development Phase

Integration Phase

Installation/Acceptance
Phase

Maintenance Phase
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What Does Validation Involve?

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

|::> What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

For each stage of the SDLC, associated
documentation needs to be produced

Validation Protocol

To provide detailed

descriptions of the procedures to
be followed to validate the
software.

User Requirement
Specifications

Functional Specifications

Describe the requirements of the
software in general terms.

Describe how user requirements
will be met and those that will not
be met.

Design Specification

Describe the software in

sufficient detail to allow it to be

programmed.
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What Does Validation Involve?

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

|::> What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

Source code programs
Source code review

documentation

Module testing results

End user documentation

To ensure the code is accurate,
clear and adheres to
programming standards

To ensure that each individual
module provides the correct
outputs for a given set of inputs

Describe comprehensively how
the software should be used.

Integration test results

System test results

To ensure that all individual
modules work together as one
unit

To ensure that the software

interfaces correctly with other

systems in the computing

environment
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What Does Validation Involve?

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

Installation
Qualification

Performance
Qualification

To demonstrate the system has
been installed according to the
developers specifications

A review of the systems
performance in the production
environment

Change control/problem
reporting documentation

Periodic review
documentation

To track problems reported and
maintain a history of any changes
made.

To ensure that the validated
system is functioning correctly at
pre-defined time points.

Once all the validation documentation is in place and has been
reviewed and signed off, the system is considered validated
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Implementing a Validation Process

Why Validate? Set of company computer system validation

What is Validation? gUidelineS existed

e vl ate T e (Elidetier Formed a validation team whose remit
vs Quality Control of Output) included:

What Does Validation Involve? Defining, standardising and documenting the
Implementing a Validation program validation process for the department
rrocess Compiling an inventory of all software that
needed validating

D Drafting generic validation guidelines for the

Biostatistics &

Data department
Sciences

Conclusions/Considerations

Creating practical examples of how these
Biometrics

Validation guidelines could be implemented
Guide

Consulting with regulatory compliance for
Document Revision .
11 advice and feedback @
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Implementing a Validation Process
The Guidelines

Why Validate? First draft of guidelines completed within 5

What is Validation? months.

What Validation isn’t (Validation = =

. B2 Identification and Assessment of Swstemns Eequiring WValidation
VS Qua“ty Control of Output) 2.1 Category Walidation Details
2.2, Assessment of Systems that BEequire Validation
2.3, Determination of Walidation Pricrity
. . B3 WValidation Team Charter
?
What Does Validation Involve~ e Tt
3.2 IMMembership
. . . Team Sponsor :
Implementing a Validation S
Process ElTeam IMembers:
2.3 Eole
2.4 Eeferences
i i ) 3.5 Responsibilities
Conclusions/Considerations 3.6. Operations
4. Walidation Protocols
E5 Software Development Dietails
5.1. SDLC Decumentation
5.2 TTzer Eeguirements Specification
H ioti 5.3 Design Specification
Biostatistics & 5.4 SBource CTode Review Documentation
Data 5.5 End-TJser Documentation
SCienceS EALL TTIIE shells stored in phocommen should have a corresponding IWMATI ual) page.
&, Design Qualification
7. User Eequirements Qualification
H . 8. Installation Qualification
Blometrlcs 2 Performance Qualification
Validation 10, Audit Report
. E1l Contrals and Proacedures
Guide E12. Validation Report
1= Perniodic Eeview Procedure

Document Revision
1.1
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Implementing a Validation Process
The Guidelines

Why Validate? . A .
Presented at a Biostatistics & Data Sciences

Steering Team for review and comments.

What Validation isn’t (Validation Mixed feedback was received:
vs Quality Control of Output)

What is Validation?

LiEiiges Vel [MAlvEs General agreement with the document

Implementing a Validation recommendations
Process

Conclusions/Considerations

Biostatistics & .
Data Unrealistic to expect all steps to be followed

Sciences N
Overwhelmed by amount of additional

Biometrics ) i

Validation documentation required

Guide Process seemed a lot of work

Document Revision
1.1
GlaxoSmithKline
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Implementing a Validation Process
The Guidelines

Why Validate? Additional resources/time required to

What is Validation? achieve full SDLC for every piece of software

What Validation isn’t (Validation
vs Quality Control of Output) Difficulty in determining what

documentation would be needed for various
levels of software

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

Biostatistics &
Data
Sciences

Biometrics

Validation
Guide

Document Revision
1.1
GlaxoSmithKline




Implementing a Validation Process
The Examples

Why Validate? Some validation examples were put together

What is Validation? to support the guidelines and demonstrate

What Validation isn’t (Validation hOW they COUId be app“ed
vs Quality Control of Output)

What Does Validation Involve? Example 1: Across team shared program

| | _— which performed measurement conversions
mplementing a Validation
Process

Conclusions/Considerations Example 2: Within team shared program

which created a derived adverse event dataset
from the raw data.

Once the examples were complete, they were
presented to the steering team for comments.
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Implementing a Validation Process

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

The Pilots

Approval was given to go ahead with 2
validation pilots

Pilot 1: Lab flagging software, used across
reporting teams

Pilot 2. Reporting environment programs,
used across reporting teams

These were considered to be Phase I pilots.
A Phase Il pilot was also set up to look at
validating within team standard reporting
macros.

GlaxoSmithKline
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Outcome of the Pilots

Why Validate?

Pilot 1: Lab Flagging Software
What is Validation? Validation activities are still ongoing for this
What Validation isn’t (Validation item Of SOftware
vs Quality Control of Output)
o (B Vil s Pilot 2: Reporting Environment Programs
S The SAS® elements and shell programs
that establish the department’s reporting
environment were validated.

The Guidelines were followed very
closely

The resource cost was around 200
person hours for both learning and
executing the whole validation process
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Outcome of the Pilots

Why Validate?

Some of the key deliverables from the
pilots have been:

What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve? Key d epartm ent su pPpo rted ful Iy
Implementing a Validation Val | dated SOftware

Process

Conclusions/Considerations Revised guidelines based on “real”
experiences

A number of department
representatives with a higher degree
of validation experience
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Learnings from the the Pilots

Why Validate?
What is Validation?

What Validation isn’t (Validation
vs Quality Control of Output)

What Does Validation Involve?

Implementing a Validation
Process

Conclusions/Considerations

Need to perform arisk assessment/cost
benefit analysis when considering software
validation

Need to account for a significant learning
cure for validation activities

Writing comprehensive user and design
requirements is a challenge

Validation must be the primary commitment
of the validation team leader

There must be adequate support from
management

There needs to be dedicated, internal
validation resources available to consult,

advise and train
GlaxoSmithKline




Conclusions

Why Validate? Validation is an integral part of all clinical trial

What is Validation? reporting, regardless of how adhoc the report.

What Validation isn’t (Validation Implementing a validation process is initially
vs Quality Control of Output) time Consuming

What Does Validation Involve? In the long-term validation should ensure that we

Implementing a Validation have programs in place which are reliable and can
PIOCEEE be re-used.

:> ceeluslens tonsesions There is a need to change attitudes towards
validation (part of the aim of the pilots).

Validation is common sense, much of the

process is probably being performed, but just not
documented.
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Considerations

Why Validate? Finding a problem during an early phase of

What is Validation? software development can save time and a

What Validation isn't (validation . Validation process should ensure that this is
vs Quality Control of Output) achieved.

What Does Validation Involve?

Handling of validation for one-shot
Implementing a Validation programs (time and resource issues to

P
oeee address).

|::> Conclusions/Considerations
Development of a central database to store

the documentation.

How are other pharmaceutical companies
handling validation of clinical trial reporting

software?
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Any Questions?




